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Collection of Viruses

¢ ['ypes ol viruses

— Boot Sector Viruses
— Michaelangelo or C-brain

— File Intectors
~ NuKE

+ Viaero Viruses
— DY excel

+ Stealth Viruses
— Stealth ©

+ Polymorphic Viruses




Collection of Viruses

¢ lixceutable
¢ Assembly code

¢ Hexadecimal code




Collection of A-V Software

¢ Collection of Anti-Virus Sottware

— DOS version
+ D1 Solomons Evaluation EindVirms tor [DIOS
+ Data Fellows E-PROA" Eree Vension for D05
+ VicAtee Version 3.0.0 tor DOS
+» CPAV ftom Central Poimt Software
+ VISAEE ferm Microsofit




Implementation

& DOS Versions
— D, Selomoen Eval EindVirus

+ Binds all tile intectons

+ Does not Lind imactive boot sector Virlses

— Data Eecllows F-PROA" Eree IDOS Version

+ Does not work

— MeAtee Version 3.0.0

+ Finds all viruses meluding imactive boot sector
VAGUSES




Implementation

& Versions tor DOS continued
— CPAV by Central Peint

+ Did fimd 2 varus: but did not recognize

— VSAFE by Microsoft
+ Did find Darth Vader 2 virus



Results

¢ F-PROT worst
¢ VSAEFE and CPAV

— [Lacke ol virus scan

— Kelied on integrity checking

¢ Dr. Solemon

— Excellent on File [niectors and Macros




Results

& Sccond Place
— Me Atee Virus Scan 3.0.0

+ Hxcellent on File [ntectors
+ Hxcellent on Macros
+ ixcellent on Stealths

s Excellent omn [Soot Sectons
— Only falled to disable mactive Boot Seetons




Results

¢ [he “Best”
— A reliable backup

& Can’t rim 2 Vs o
+ Can’'t erase or lommat

+ Can’t toueh



Regrets

¢ lLack ol a Windows 95 compuier
— [Unable to run 95 anti-virus sebtware

— [Unable to sce hucristics




Sources

¢ Cheyenne

— Www.eal.com/cheyennc/sceurity

¢ MicAtee

— www.mealce.com

¢ Dr. Solemon

— www.disolomon.com/respense/peweek. htmil

¢ Norton

— Www.symantec. CO1




